


• Unless otherwise specified, MPLS VPN refers to BGP/MPLS IP VPN. 







• MPLS VPN backbone networks can also be constructed by enterprises themselves, with 
technical implementation similarly to that of carriers. This course focuses on the 

scenario where enterprises purchase MPLS VPN services from carriers.



• CE: an edge device on a user network. A CE provides interfaces that are directly 
connected to a carrier network. A CE can be a router, switch, or host. CEs are usually 
unaware VPNs and do not need to support MPLS.

• PE: an edge device on a carrier network and directly connected to a CE. On an MPLS 
network, PEs process all VPN services, and therefore PEs must have high performance.

• P: a backbone router on a carrier network and not directly connected to a CE. P devices 
need only to provide basic MPLS forwarding capabilities and do not maintain VPN 
information.

• The meaning of a site can be understood from the following aspects:

▫ A site is a group of IP systems that can communicate without using carrier 
networks.

▫ Sites are classified based on topological relationships between devices rather 
than the geographical locations of devices. In the preceding figure, the networks 
in provinces X and Y of company A need to communicate through the backbone 
network of the carrier. Therefore, the two networks are considered as two sites. If 
a physical private line is added between the CEs on the networks of provinces X 
and Y, the two networks can communicate without the need of the carrier 
network. In this case, the two networks are considered as one site.

• Relationship between sites and VPNs:

▫ Sites connected to the same service provider network can be classified into 
different collections based on configured policies. Only sites that belong to the 
same collection can access each other, and this collection is defined as a VPN.

▫ Devices at a site can belong to multiple VPNs. In other words, a site can belong 
to more than one VPN.



• Multiprotocol Extensions for BGP (MP-BGP): an extended BGP protocol that supports 
multiple address families. For details, see related courses.



• MPLS traffic engineering (MPLS TE): steers traffic to constrained LSPs for forwarding 
so that the traffic is transmitted along specified paths. MPLS TE fully uses network 

resources and provides bandwidth and QoS guarantee without the need for hardware 
upgrades. It minimizes network costs.



• Intranet networking is the simplest and most typical MPLS VPN networking scheme. 
The following technical implementation of MPLS VPN will be described based on this 

networking scheme.









• A VPN is a private network. Different VPNs independently manage their own address 
ranges, which are also called address spaces. Address spaces of different VPNs may 

overlap. For example, in the preceding figure, both user X and user Y use 
192.168.1.0/24, indicating that the address spaces overlap. VPNs can use overlapping 

address spaces in the following situations:

▫ They do not share the same site.

▫ They share a same site, but devices at the site do not communicate with devices 

using overlapping address spaces at the other sites of the VPNs.



• For details about VRFs, see the related HCIP-Datacom-Core course.



• When configuring an RD, you need to specify only the Administrator and Assigned 
Number subfields in the RD.

• Four types of RD configuration formats are available. The following two types are 
commonly used:

▫ 16-bit AS number:32-bit user-defined number (for example 100:1)

▫ 32-bit IPv4 address:16-bit user-defined number (for example, 172.1.1.1:1)

• The RD structure enables each carrier to allocate RDs independently. In some 

application scenarios, however, RDs must be globally unique to ensure normal routing.







• NLRI: Network Layer Reachability Information

• For the values of address families, see RFC 3232 (Assigned Numbers).

• MP_REACH_NLRI is used to advertise reachable routes and next hop information. It 
consists of one or more 3-tuples <Address Family Information, Next Hop Network 
Address Information, NLRI>.

▫ Address Family Information: consists of a 2-byte Address Family Identifier (AFI) 
and a 1-byte Subsequent Address Family Identifier (SAFI).

▪ The AFI identifies the network layer protocol, corresponding to the address 
family value defined by "Address Family Number" in RFC 3232. For 
example, 1 indicates IPv4 and 2 indicates IPv6.

▪ The SAFI indicates the NLRI type. If the AFI value is 1 and the SAFI value is 
128, the address in the NLRI is an MPLS-labeled VPN-IPv4 address.

▫ Next Hop Network Address Information: consists of the 1-byte length of the next 
hop network address and the variable-length next hop network address.

▫ NLRI: consists of one or more 3-tuples <length, label, prefix>. This part will be 
described in detail in the following slides.

• MP_UNREACH_NLRI is used to instruct a peer to delete unreachable routes. The 
format of this attribute is as follows:

▫ AFI: same as that in the MP_REACH_NLRI attribute

▫ SAFI: NLRI type, same as that in the MP_REACH_NLRI attribute

▫ Withdrawn Routes: an unreachable route list, consisting of one or more NLRI 
fields A BGP speaker can withdraw a route by adding the NLRI same as that in a 
previously advertised reachable route to the Withdrawn Routes field.





• Similar to an RD, an RT consists of three fields: Type, Administrator, and Assigned 
Number. The length of an RT is also 8 bytes. 

• When configuring a VPN target, you need to specify only the Administrator and 
Assigned Number subfields in the VPN target. VPN targets have the same 

configuration formats as RDs.









• A PE device distributes MPLS labels in either of the following ways:

▫ One label per route: Each route in a VRF is assigned one label. When many 

routes exist on the network, the Incoming Label Map (ILM) maintains these 
entries, requiring high router capacity.

▫ One label per instance: Each VPN instance is assigned one label. All the routes of 
a VPN instance share the same label, reducing the number of labels required.

• VPN route leaking: a process of matching VPNv4 routes against the VPN targets of 

local VPN instances. After a PE receives a VPNv4 route, the PE directly matches the 
route against the VPN targets of local VPN instances, without selecting the optimal 

route or checking whether a desired tunnel exists.

• Tunnel recursion: A public network tunnel is required to transmit VPN traffic from one 
PE to the other PE over the public network. After VPN route leaking, the route must be 

successfully recursed to an LSP based on the destination IPv4 prefix before the route is 
added to the routing table of the corresponding VPN instance. This means that the 

next hop of the IPv4 route must match an LSP. 





































• By default, only the peer relationships in the BGP IPv4 unicast address family view are 
automatically enabled. In other words, after the peer as-number command is run in 

the BGP view, the system automatically configures the peer enable command. In 
other address family views, however, peering must be enabled manually.
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